Abstract. We propose a quantum-mechanical device consisting of transmon qubits connected to single-photon transmission lines that can be used to perform a boolean quantum private query on a database. Using numerical simulations verified by analytical calculations we analyze the dynamics of the query process in the proposed system by calculating the reflection and transmission probabilities of the photons encoding the questions. We show that the proposed device, which consists of experimentally available components, is capable of performing a quantum private query with high reliability and may form the basic building block of a lager-scale private search engine.
Implementation of a quantum private query using single-photon transistors
Introduction
With the ongoing research on quantum internet and quantum devices, an increasing number of quantum applications becomes closer to practical realization.
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One of the general promises of the quantum internet is an improved security for performing information operations, both existing classical ones and entirely new ones that rely on quantum mechanical protocols. 2, 3 An example of the latter is a private and secure database search. The basic idea is the following. A user Alice poses a question to a database owned by another party, Bob. Alice would like her query to remain private and at the same time Bob would like to share only a limited number of answers. This problem has been formalised as symmetrical private information retrieval (SPIR) in 2000.
A few years later, Giovanetti et al. proposed a protocol for a quantum private query (QPQ) 5 in which, in principle, both user privacy and data privacy is protected as required for a solution to the SPIR problem. A proof-of-principle experimental realization of the protocol has been implemented using linear optical elements, 6 where some small modifications on the protocol were used to improve the security. Several additional modifications of the QPQ protocol have subsequently been proposed using a combination of more than two questions or a phase shift. 7 Also, a different method to implement the SPIR problem has been proposed by Jakobi based on the quantum key distribution protocol. 8 This protocol provides full privacy with, however, less database security than the QPQ protocol. Further modifications 9 and implementations 10, 11 of this protocol as well as a proposal for device-independent QQP protocol 12 have also been proposed. In parallel to these works on privacy-protecting protocols, quantum devices that can function as components of a quantum network are being proposed and analysed. One example thereof is the single-photon transistor design put forward by Neumeier et al. . 13 In this scalable implementation, a single photon can be blocked or allowed to pass through a waveguide in a controllable way. Another example of an essential component of a quantum network is a quantum router, a device which can be used to steer photons into the right channel at a network node. [14] [15] [16] [17] In this paper we propose an implementation of a QPQ protocol based on the singlephoton transistor proposed in Ref. 13 . We simulate the dynamic operation of the device using quantum Langevin equations and predict the reflection and transmission probabilities of the photons as well as the behaviour of the qubits forming the transistor. The paper is organized as follows. In Section 2 we describe the model of the proposed device, derive the corresponding quantum Langevin equations, numerically solve these equations and verify this solution by analytical calculations for specific cases. In Section 3 we analyse the photon reflection and transmission probabilities and discuss how these influence the privacy of Alice. In Section 4 we draw conclusions from this and discuss further possible implementations.
Model
We start by briefly discussing the main ideas of the quantum private query (QPQ) as proposed in Ref. 5 . After that we present a model for a physical device to perform such a query and give a mathematical description of this device. The quantum private query protocol as proposed in Ref. 5 is based on four requirements: Alice is able to send in a series of questions and superpositions of questions (which includes the question she is actually interested in) to Bob and to receive a superposition of answers to the questions from Bob. The second requirement is that Bob returns the complete set of questions asked in combination with the answers and that Alice is able to check this completeness, i.e. she can check that Bob did not withhold any part of the questions. Besides, Bob should be able to verify that Alice is not retrieving more information from the database than agreed upon without gaining information about the actual questions asked. A final requirement is that Alice must be able to verify Bob's honesty independent of the order in which she sends in the questions.
To fulfil these requirements we propose the following proof-of-principle set-up based on the single-photon transistor described in Ref.
13, see Fig. 1 . Alice and Bob are both connected to the transistor via separate waveguides which process each question. Through the lines on the left Alice is able to send in photon states. Each photon state can either be an eigenstate with the photon being either in the upper or in the lower transmission line (corresponding to the actual question) or a superposition of the photon being in the two lines simultaneously (to check Bob's honesty). 5 The photon interacts with Bob's system through two interacting qubits forming the single-photon transistor, which can be controlled by Bob by sending in another photon. The presence or absence of this "control" photon determines whether the "question" photon is transmitted or reflected in the transmission line, as described in Ref. 13 , making it possible to answer a boolean question (i.e. a question with answer 0 or 1). A device composed of two single-photon transistors can thus be used to answer a single question, see Figure 1 . In the following we refer to these two transistors as "line 0" and "line 1". By using the set-up in Fig. 1 one can perform a QPQ on Bob's database in the following way (see also Ref. 5) . Alice and Bob decide on a time when the interaction at the transistor should take place. Alice sends in a photon through the line corresponding to her (single) question. At the same time Bob sends the answers to all questions through his transmission lines, making sure that they are available at the corresponding transistors when Alice's question arrives. If the answer to a certain question is 1, Bob sends in a control photon, which will reflect the photon encoding the question sent by Alice. If the answer is 0, Bob will not send in a photon, letting the question photon of Alice propagate. This allows her to detect the answer, depending on the line the photon returns in. (The reflection and transmission response can also be interchanged, which works equally well.) Alice is thus able to determine the answer to her question by checking the state of the returning photon. In the ideal case, the photon will either be fully reflected or fully transmitted. As we will see in Section 3, this is not necessarily the case and depends on the choice of the system parameters. If the photon is partially transmitted and partially reflected, Alice can still determine the answer to the question by using a different measurement basis. In this way the probability for determining the wrong answer can be decreased. As mentioned earlier, for Alice to be able to check Bob's honesty, she sends in a superposition of two questions: one question is the question of interest and the other question is chosen such that they both know the answer (a rhetorical question) which, for simplicity, we will assume to be sent through line 0 with answer 0. Since Bob does not and should not know which question Alice is asking, he always has to present the answers to all questions. To prevent Alice from retrieving all the answers, it is therefore necessary for Bob to be able to count the total number of question photons reaching the transistors without altering a potential superposition of these photons. Bob thus has to be able to discriminate between one and multiple photons.
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Alice checks Bob's honesty by verifying whether the superposition she receives corresponds to the state she expects it to be in, by measuring in a basis where the expected state is an eigenstate. If Bob is not trying to retrieve any information, Alice measures the corresponding eigenvalue with unity probability. If Bob is not honest, the probability of measuring a different eigenvalue is larger than zero and Bob's dishonesty can be detected statistically. If Alice first sends the superposition of questions she has to store the received superposition of answers (for example in a quantum memory 21, 22 ) in order to be able to check Bob's honesty when she knows the answer of interest. We now proceed to describe the dynamic operation of the QPQ set-up in Fig. 1 Figure 1 ) and we define a in ≡ (r in + l in )/ √ 2. Similarly, the operator b † in creates a photon in Bob's system. The coupling between the photons in the transmission lines and the two-qubit transistor is given by the following quantum Langevin equations, 23 assuming there are no dissipative processes and dephasing:
Here σ z j (j = 1, 2) are the Pauli z-operators for the two qubits, σ ± j are the raising and lowering operators defined as σ ± j = σ x j ± iσ y j , ω j are the corresponding transition frequencies of the qubits, J is the strength of their mutual interaction and τ j are the lifetimes of the two-level systems. We calculate the photon output fields, which are given by
We use an inverted photon pulse shape for the incoming photons. In the time domain this pulse is described by
Here τ A is the temporal width of the transmission photon acting as a question, ω A its carrier frequency and H(t) is the Heaviside step function. To maximise the coupling between Alice's transmission line and the left qubit, the carrier frequency will be chosen on resonance as ω A = ω 1 + 2J. The shape of the photon Bob sends in is assumed to be the same as Eq. (3) with parameters ω B and τ B , where ω B = ω 2 + 2J. Using the method described in Ref. 24 we analytically calculate the output fields when only one photon is present. For the case when no control photon is present and a single photon is sent in, this reflected output field, written as 0| r out r † in |0 , is given by:
Analogously the resulting transmitted output field is given by:
Integrating the absolute values squared of these output fields results in the transmission and reflection probabilities as found in Ref. 13 . When no control photon is present, the transmission probability is P T = τ 1 τ A +τ 1 and the reflection probability is P R = τ A τ A +τ 1 . The output field returning to Bob when no "question" photon is present, is given by:
For the situation in which both Alice and Bob send in a photon we solve the system of Eqns.
(1) numerically. The results are discussed in the next section.
Simulated results
In order to gain more insight in the dynamic evolution of the query process, we solve Eqns.
(1) numerically and compare the results for the case in which no control photon is present to the analytical solution presented in equations (4) and (5). The parameters used in the simulations are experimentally realizable. 13 Using these parameters we find a reflection probability of 81.5% when Bob sends in a photon and transmission probability of 90.3% when the answer to the question is 0. When varying the parameter values within a 10% range the general behaviour is similar. In Figure 2 the probability density of the various (depending on Bob's answer) photon states returning to Alice are shown, calculated as the absolute value squared of the photon state in time. It can be seen that the returning photons are not completely orthogonal, since they slightly overlap. As discussed before, this is the only part of the QPQ set-up to which Alice has access and therefore the only part she can use to gain information from. For Bob there are more ways to interact with the system, either by manipulating the qubits or the returning control photons. In Figure 3 the occupation probability of the two qubit eigenstates for answers 0 and 1 respectively are shown. As can be seen, most of the time both qubits are in the ground state and at no time one of the qubits becomes fully excited. Also, the qubit states for different answers do not differ much, which allows to perform a measurement that can distinguish the different states without altering them. If this is the case, Bob could measure the qubit state in a basis where one of the possible states is an eigenstate and the other state has no (or at most a very small) overlap with the eigenstate, leaving the system unaltered. However, when the photon encodes a superposition of questions this is not possible. In that case the state of the two qubits is a combination of the states for answers 0 and 1, making it impossible to leave the state unaltered. If Bob has sent in a photon answering the question with 1, the photon will return to him. He could perform certain measurements on this returning photon state to try to 
Photon returning to Alice
Answer 0, transmitted photon Answer 0, reflected photon Answer 1, transmitted photon Answer 1, reflected photon Figure 2 . The probability density of the photon returning to Alice, depending on Bob's answer, for an incoming inverted photon pulse (Eq. (3)). Parameters used are
determine whether Alice has sent in a photon corresponding to this question or not (as described in Ref. 5). In Figure 4 the probability density of various returning photon states are shown for the cases where Alice sends in a photon in an eigenstate, a photon in a superposition of states, or no photon at all. It can be seen from the figure that the different photon states largely overlap, making it again impossible to perform a measurement to distinguish them without altering the state if it is a superposition.
In the simulations the effect of a small (less than 10% compared to τ 1 ) variation between the arrival times of the photon pulses of Alice and Bob turns out to be rather small. This is an important property with respect to the practical usability of the system. Also, in the analysis of the transistor dynamics in Ref. 13 it was found that a small mismatch between the arrival time of the two photon pulses results in an improved contrast between reflection and transmission probability. In the current simulations the effect of dissipation and dephasing has not been studied. However, in the original 
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Qubit occupation probabilities Figure 3 . The occupation probability of the two eigenstates as a function of time, for answers 0 and 1. Each of the two qubits is either in the excited state |e or in the ground state |g . The probability that both qubits are excited is 0 at all times. The incoming inverted photon pulse is given by Eq. (3). Parameters used are J = ω 1 /3,
paper on the single-photon transistor 13 contrast rates approaching unity are expected for realistic dissipation and dephasing rates of superconducting transmon qubits.
Conclusion
We have proposed a set-up based on single-photon transistors connected to photon transmission lines for implementing a quantum private query with a binary answer. Using quantum Langevin equations to model the dynamics of the single-photon transistors we predict the reflection and transmission probabilities of photons in the transmission lines (which encode the answers to the questions asked) and analyze possible vulnerabilities concerning user privacy. We show that for realistic experimental parameters the proposed set-up leads to high fidelities of at least 81% which allows to detect a database owner attempting to gain information on the question(s) asked. The set-up is in principle scalable using an increasing number of single-photon transistors and might 
Returning control photon
Question sent in Superposition of question and no question No question sent in Figure 4 . The probability density of the photon returning to Bob, depending on the state sent in by Alice for three situations: an incoming pure photon state, a superposition state or no photon at all. The incoming pure photon state is given by Eq. (3). Parameters used are J = ω 1 /3, τ 1 = τ 2 = 30/ω 1 , τ A = τ B = 300/ω 1 , ω 1 = ω 2 .
thus form a basic building block of a larger-scale quantum network (perhaps a specialpurpose database search engine). On a shorter term, it could be used to perform a proof-of-principle experiment using a small number of questions. We believe that many interesting open questions for future research remain. The use of different pulse shapes and/or different relative phases within superpositions could change the dynamics and improve security of the quantum query process. Dynamical decoupling of the transmon qubits from their environment (see e.g. Ref. 25 ) may be an interesting option to make the transmons more robust to dissipation and dephasing, while maintaining the high fidelities. Also, the use of pulse trains, where e.g. each photon encodes one bit, might decrease the number of transistors required while retaining the fidelity of operation.
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